Abstract-Regulatory compliance is an organization's adherence to laws, regulations, guidelines and specifications relevant to its business. Compliance officers responsible for maintaining adherence constantly struggle to keep up with the large amount of changes in regulatory requirements. Keeping up with the changes entail two main tasks: fetching the regulatory announcements that actually contain changes of interest, and incorporating those changes in the business process. In this paper we focus on the first task, and present a Compliance Change Tracking System, that gathers regulatory announcements from government sites, news sites, email subscriptions; classifies their importance i.e Actionability through a hierarchical classifier, and business process applicability through a multi-class classifier. For these classifiers, we experiment with several approaches such as vanilla classification method (e.g. Naïve Bayes, logistic regression etc.), hierarchical classification method, rule based approach, hybrid approach with various preprocessing and feature selection methods; and show that despite the richness of other models, a simple hierarchical classification with bag-of-words features works the best for Actionability classifier and multi-class logistic regression works the best for Applicability classifier. The system has been deployed in global delivery centers, and has received positive feedback from payroll compliance officers.
I. INTRODUCTION
Organizations are faced with rapidly changing regulatory policies, and ever-growing number of regulations. It is estimated that by the year 2020, just the global banks will be required to comply with over 120,000 pages of regulations 1 . Failure in adhering to these regulations often leads to huge monetary fines, customer dissatisfaction, and damage to the reputation of the business; and therefore, Chief Financial Officers see this as their topmost challenge [1] .
The large amount of regulatory changes published, and the uncertainty about the time and place where they are published, make compliance officers job tremendously challenging, especially because of the risk, non-compliance carries with it. Because of this, organizations are increasingly relying on cognitive technologies to help them with regulatory change tracking. Regulatory Change Tracking helps organizations keep track of changes in regulations, and answer questions like "what are the changes in the newly published regulation that we care about?". A conventional approach to solve this problem is to deploy a large workforce which constantly keeps track of sources where regulatory bodies publish changes. During such monitoring, if a relevant change is found, it is communicated to compliance officers who then perform a gap analysis i.e., compare the changed policy with internal controls supported by external vendors like SAP. Based on the gaps identified, compliance officers recommend and follow up to ensure compliance with the changed policy. This whole process require highly skilled labor that needs to be continuously trained on new regulations. Such a demand of skilled labor has led to growing operational costs in recent years, sometimes accounting for more than 10% [2] of the total operational expenses.
In this paper, we propose a cognitive system for tracking changes in regulatory documents pertaining to payroll business process. Our cognitive compliance change tracking system monitors sources where regulatory bodies publish announcements related to regulatory changes and makes the job of the compliance officers easier by categorizing the announcements into appropriate categories according to their actionability and business process applicability. Thus significantly reducing the manual effort spent in reading through the changes to determine their importance and relevance to the organization. Our contribution in this paper is as follows:
• We present a novel application in Compliance Change
Tracking, where we process news articles containing regulatory changes, categorize them into appropriate categories, and present them to compliance officers through an easily consumable user interface.
• Given the nature of the problem where there are relatively few news articles which are of interest to the user, we experiment with several approaches for categorization including several preprocessing and feature selection methods, and show that a simple hierarchical classification method based on bag-of-words features works the best for Actionability Classifier, and multi-class logistic regression classifier for Applicability Classifier.
• We demonstrate a use-case of the proposed system in Payroll business process, however the system is equally applicable to any other business processes where compliance officers need to track regulatory changes to ensure compliance.
II. BACKGROUND WORK IN REGULATORY COMPLIANCE AND CHANGE TRACKING There are several aspects of regulatory compliance where researchers have used machine learning and data mining to help with the compliance process. Research had been around semantic parameterization for extracting and prioritizing rights and obligations from regulations [3] , [4] . Similar work from WYNER and PETERS [5] came up with extraction rules from regulations which can be used to represent obligations. Both of these works provide a semantic representation of obligations which in turn can be converted into business process execution logic. There has been some work around mapping the obligations with business process [6] to identify the affected business process in case of any change in the regulation. Despite the importance of the problem [7] , [8] , there has been limited work in compliance change tracking, in fact, to the best of our knowledge, there is no academic work particularly in this area. There are some academic work around building ontology for regulatory change management [9] , a critical component of enterprise, governance, risk and compliance (EGRC) framework [10] . Some of the commercial products available in the space of regulatory change management are PREDICT360 2 from 360Factors, MetricStream 3 , Thomson Reuters 4 , KPMG 5 . These systems are often built on top of domain knowledge collected over the years and with the help of large workforce that constantly keep track of regulatory changes and make them available to subscribers.
III. CURRENT COMPLIANCE CHANGE TRACKING SYSTEM
In this section, we describe the current compliance change tracking process that compliance officers follow in order to keep their system up-to-date. The very first step in compliance change tracking process is to know about the latest news articles that contain information about the changes that may need to be implemented in the back-end system. An example of such a change is "Increases the maximum wage base from $45,252 to $46,694." which is a payroll related change and may need to reflect in organization Payroll, HR systems. In developed countries such as USA, there are paid professional services available which one can subscribe to get these news articles on a regular basis. These services deploy a large workforce to go through websites that publish such changes. Those changes are then compiled into one place and made available for a fee. One such paid subscription service is RIA by Thomson Reuters 6 . In other less developed countries, where such services are not available, or those organizations that cannot afford the fee, they seek the help of compliance officers to manually browse through important websites and keep track of the changes. Figure 1a captures the current process, where domain experts in the role of regional compliance officers process paid regulation subscriptions or manually monitor relevant sources for policy additions or changes. Typically, compliance officers go through the news articles, categorize them (Actionability classifier) into one of three classes (1) InformationOnly : News articles that are good-toknow but does not contain any changes to be implemented into the back-end system. (2) ActionRequired : News articles that require some changes to be implemented into the back-end system (3) Irrelevant : News articles that are not at all relevant for their purpose. In addition to this, compliance officers also classify (Applicability classifier) articles into different topics to ease their job for change tracking and reporting such as Payroll, HR, Benefits etc. It might be worth noting that in the case of paid service subscription, even though all the news articles are available at one place, compliance officers often tend to open the source website to go through the original article, primarily because subscription service often only contain the snippet of the article which may not be enough to understand the context to recommend and implement changes.
Besides identifying the Actionability and Applicability of changes in the article, compliance officers also need to extract other information like effective date, applicable jurisdiction etc. which may not be captured by the discussed services. Once compliance officers collect the exact changes that either require some changes in the internal controls, or requires other agents' attention, they broadcast via available channels. The ActionRequired news articles are transformed into software requirement and sent to the IT team while InformationOnly articles are sent across for awareness. They help IT employees and compliance officers to anticipate for potential actionable requirement in near future.
IV. COGNITIVE COMPLIANCE CHANGE TRACKING SYSTEM
We propose a cognitive system for tracking changes in regulatory documents. Figure 1b captures our mostly automated process wherein the data collection module which can be customized per client, periodically collects and processes relevant news from pre-determined client interest sources such as government websites, news websites, software patch documents released by commercial products, email subscriptions, etc. These documents are then converted into common text format to be passed on to machine learning module for classification. More specifically, we design a two-step hierarchical classifier (Actionability classifier), where first step classifies the documents into relevant vs irrelevant, while the second step classifies relevant document further into ActionRequired and InformationOnly classes. We further design another classifier (Applicability classifier) which classifies the documents according to the applicable business process. With the help of these two classifiers, compliance officers can readily work on documents or category of interest and focus on more intensive tasks like gap analysis with respect to current operations and estimate the impact to the business due to the changes.
V. SYSTEM DETAIL
The system follows MVC architecture as shown in Figure 2 . It consists of mainly three modules (1) Data collection and ingestion module; (2) Classification module; and (3) User Interface. The following sections explains them in detail.
A. Data Collection and Ingestion
Government, in general publishes regulatory changes as announcements on their web pages, or push them through email subscriptions to public. There is no single repository or website for these regulatory changes, they are rather available on department or jurisdiction specific web pages; and it is the responsibility of the compliance officers to keep track of these web pages and emails on a daily basis for any relevant updates.
In our implementation, we worked with compliance Subject Matter Experts (SME's) to identify websites and subscribe to government channels which in the past provided regulatory change announcements. For email subscriptions, we leveraged Gmail API Service 7 to read email threads. We then built a custom scrapper using Jsoup 8 to download content from these identified websites or subscribed emails on a daily basis. Having a scrapper that work across different websites and emails is a major challenge. In addition to the complexity in handling variety of the sources, some websites don't specify the announcement date or mention updates on already published article, which made distinguishing between already processed announcements to fresh one harder. To overcome these challenges, we customized our scraper to check the length of the announcement(html/pdf) content along with the date to identify if there is any new addition/updation to the website since previous crawl. We tracked regulatory change announcements across North America (USA), South America, parts of Asia, Africa, and Europe. We focused on the announcements specific to Payroll process. In North America, out of 50 states, 31 states provided payroll announcements on their web pages while 28 states provided through subscriptions. 9 states provided through both. In addition to the state specific announcements,Federal announcements are also of interest. These announcements are available through 3 email subscription channels and 1 website. In South America, we tracked announcements for 11 countries, for each country, 4 government websites namely taxes, labor ministry, social security, national official publications are tracked for announcements. Similarly, relevant sites for Europe (UK, Ireland), and Asia region (India) are also tracked. In total, we crawled, 2721 government announcements. Out of which 1706 is from North American state and federal announcements, Africa 433, India 178, Europe 97, South America 307.
B. Classification
As explained in Section III, one of the key requirements of the system is to identify which articles require action from the compliance officer, which articles are only for information, and which ones are irrelevant. We therefore classify articles into these 3 categories (1) ActionRequired (2) InformationOnly, and (3) Irrelevant. Another requirement from the system is to categorize the articles into appropriate business processes so that compliance officers can filter which are (1) Benefits, (2) Expats, (3) HR, (4) Payroll, (5) TaxFiling and (6) Others.
We employed supervised classification methods for this problem. Our supervised data came from two sources. First The numbers in a cell are in the order of P/R/F-score source was the historical data where compliance officers had already categorized the articles available from other sources such as RIA into appropriate categories. As mentioned in Section II, RIA only provides a hand crafted short snippet of the whole article therefore this data was very different from the data that we encounter in real-world setting. In order to have our classifiers learn from the real world data, we added a second source of data, where we asked subject matter experts (SME's) i.e compliance officers to manually label them. Since data annotation is a time consuming task, we built an annotation tool to expedite the annotation process.
The tool provides initial labels based out of simple rule based classifier, and then prompts users to mark them as correct or incorrect. In the case of incorrect labels, user is asked to provide the correct label with reasons. This tool can be used for both, online evaluation as well as for collecting the supervised data. The statistics of both of these data sources are shown in Table I . As seen from the table, the historical data is more balanced in terms of number of examples in each class. This is because the categorization is done on the articles that are provided from the subscription service, and since subscription services already filters a lot of Irrelevant articles, it results in a balanced set. On the other hand, the categorization provided on the SME data, directly sourced from websites, is more unbalanced. We see relatively high number of Irrelevant articles compared to other two classes. Since in our final system deployment, the classification will be performed on the articles which are directly sourced from the websites, we choose the test data to be only from SME data. In order to keep the test set constant across the experiments, we take 30% of the SME data to be the test data, and the rest is used for training.
Now we describe the experiments performed on both classifiers and discuss their results in detail. 1) Actionability Classifier: Among both classifiers, this classifier is more important since it is acceptable to misclassify the business process applicability of an article however it is not acceptable to misclassify the actionability of an article. As long as actionability of an article is correctly identified, it will be taken up by some business unit for action. Furthermore, compliance officers are more concerned with the correctness of the ActionRequired class than the other two classes. It is worth noting here that there is a natural hierarchy among these three classes, i.e., ActionRequired and InformationOnly, both can be merged into one class called Relevant. While the compliance officers would like to look at the ActionRequired articles since those are the articles that they are concerned with the most, they also look at the InformationOnly articles. So it is acceptable to a certain extent to classify ActionRequired articles into InformationOnly class and vice versa, however, classifying them into Irrelevant is not admissible. Irrelevant articles are something that the compliance officer would ignore. Given the nature of the problem, we experiment with two settings (1) Treating the classification problem as 3-class problem; (2) Treating it as a hierarchical classification problem where we first classify articles into Relevant vs Irrelevant classes and then relevant classified articles are further classified into InformationOnly and ActionRequired. a) Evaluation Metrics: Since we are dealing with an imbalance class classification problem, we use Precision, Recall and F-measure as our evaluation metrics. Missing an ActionRequired item carries the highest risk, hence our prime concern is the Recall for this class. Our next focus would be on the "Relevant" category. While this category is naturally available for hierarchical classifier, it is not available for 3-class classifier so we artificially create it by combining the InformationOnly and ActionRequired classes. Similar to the ActionRequired class, here also our focus will be on recall. In the first setting where we treat the problem as a 3-class classification problem, we experiment with several Machine learning (ML) algorithms 9 such as Logistic Regression (LR), Naive Bayes (NB), Support Vector Machines (SVM), KNeighbors and DecisionTree. The statistics of the dataset used for training and testing these classifiers is shown in Table II , and the performance results of different classifiers are shown in Table III . Our classifiers come from a variety of categories i.e. linear discriminative classifier (LR), non-linear discriminative classifier (SVMs), generative classifier (NB), non-linear classifiers (Decision Tree, KNN), and ensemble classifiers (Random Forest, AdaBoost, Extra Trees, Bagging Classifiers). Despite the richness of other models, Logistic Regression performs the best among all classifiers across different metrics followed by K-Nearest Neighbors. For Logistics Regression, we get the best Recall, Precision and F-score for ActionRequired class, and the best Precision and F-score for Relevant class. When taking average of all three metrics across all three classes, LR tops all classifiers.
In the second experimental setting where we treat the problem as a hierarchical classification problem, our problem naturally splits into two different classification steps: 1) Step1 : Classify into Relevant / Irrelevant. All the ActionRequired / InformationOnly articles are marked as Relevant.
2) Step2 : Classify the articles marked as Relevant in Step1
into ActionRequired / InformationOnly.
The results of this setting are shown in Table IV . In order to make the comparison easier, the table shows the results for both classifiers, and are in the same format as the table for 3-class classifier (Table III) . Note that the performance metrics for Step2 i.e. InformationOnly vs. ActionRequired Classifier are reported by evaluating them with respect to the original ground truth, and not with respect to only Step2. This means that we take into account the error encountered in Step1 as well while computing the metrics for Step2, so that these results are directly comparable with the results of 3-class classifier. When comparing across different classifiers, the trend is similar to what we see in 3-class classifier. Logistic Regression achieves the best Recall and F-score for the ActionRequired class. It also gets the best F-score for Relevant class, and the best Recall and F-score for the average across all three classes. When comparing 3-class and hierarchical classifiers, we see considerable improvement in hierarchical classifier. For the metric that we care about the most, i.e. ActionRequired recall, hierarchical classifier achieves 0.70 compared to 0.60 in 3-class classifier, though we lose on precision here. For Relevant 9 We used Scikit-learn package available in Python for building ML models recall, hierarchical classifier is 13 percent point better than 3-class classifier while losing only 1 percent point in precision. Even when we take average across all 3-classes, we get 5 percent point improvement in recall while losing only 2 percent point in precision. Hierarchical classifier performs better in most of the cases in average F-score if we were to take that as a measure of overall improvement. The results of 3-class classifier are skewed as we can see from ActionRequired recall, precision and F-score numbers for NB, SVM and AdaBoost while for hierarchical classifier they are more balanced. Even for our metrics of interest(ActionRequired and Relevant recall), hierarchical classifier does better in most of the cases.
One of the reasons for logistic regression (LR) to perform the best among all classifiers is the inherent properties of the data. Logistic Regression is a discriminative classifier, and discriminative classifiers are known to perform better than generative classifiers when there is less training data [11] . Since our training data set is relatively small, LR performing better than generative naive bayes classifier is not surprising. Similarly better performance of LR compared to other discriminative classifier such as SVM can be attributed to the high number of features. LR is a linear classifier while SVM is nonlinear. In the case of large number of features, linear classifier is sufficient to represent the data while non-linear will tend to over-fit due to its excessive representational power.
For all the above experiments, we used default parameters setting for all hyperparameters available, and used unigram and bigram as our features. We experimented with different feature selection experiments but none of them resulted in any improvement in overall results. We also experimented with Rule-based classification by creating some rules from the training data. Some of the rules we used are listed in Table V . We also filtered the rules with high precision (greater than 0.5 threshold) and created a hybrid classifier. The results for hierarchical Hybrid classification (ML + Rulebased) are shown in Table VI which shows no improvement in performance metrics. We also experimented with different thresholds settings for both Relevant and Irrelevant classes, but did not find any significant improvement in performance.
2) Applicability Classifier: Our other classification task is to classify the articles according to the business process they are applicable to. Similar to the Actionability classifier, we experimented with several classifiers on applicability classifier as well. The train-test dataset used for this classifier is shown in Table VII. The table shows that unlike the Actionability classifier, the data in applicability classifier is highly unbalanced. This is primarily because we are dealing with the payroll compliance business process. Our train-test split for this classifier is 70-30%, and was constructed similar to the 
C. User Interface
Once the news articles are classified into appropriate categories, they are stored in Cloudant database 10 and are made available to the compliance officers through User Interface in the form of a Dashboard. In addition to classification categories, we also extracted other meta information such as effective date, applicable jurisdictions. The Dashboard provides functionality to filter news articles based on geographical region, Actionability category, Applicability category, effective date, etc. To ensure compliance officers only see the data that pertains to their geographical region, we enabled authorization via authentication module. A separate user interface is provided for administrator to add users and create their profile. For further reporting and analysis, an option to search or export data into CSV is also available.
VI. CONCLUSION
In this paper, we presented a Cognitive Compliance Change Tracking System that can monitor online sources where regulatory bodies publish regulatory changes. The system uses machine learning methods to process regulatory changes and classify them into the business process they are applicable to. In addition, among all the changes published, the system identifies the changes which require some action be taken by compliance officers. We have deployed this system inside 10 https://cloudant.com/ the organization for payroll officers and is currently under evaluation, however we have already started receiving positive feedback in terms of increase in productivity. Despite the reasonable performance of the system, there still remains lots of challenges that need to be addressed in future. Future work will focus on reducing manual interventions in adding new news sources for existing or new regions, improve accuracy in calling out actionable insights, summarize articles by extracting core changes, promote collaboration and knowledge sharing.
